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Introduction

The EU’s General Data Protection 

Regulation signals a dramatic shake-

up in the rules on how companies 

and other organisations manage 

individuals’ personal data. The new 

regulation will come into force 

on May 25th 2018, replacing the 

previous 1995 data protection 

directive. This switch from a directive 

to a regulation is important because 

it means the rules cannot be 

amended or interpreted by national 

authorities but must be applied in 

the same way right across the EU’s 

Single Market. 

However, the GDPR’s rules will 

reach well beyond the EU. Any 

organisation, anywhere in the world, 

that collects, uses or processes 

the personal data of anyone based 

within the EU will be subject to the 

new data regulations. The GDPR is 

therefore a European regulation that 

has global reach and impact: no one 

can aford to ignore it. 

Any organisation that collects and 

handles personal data is designated 

a “data controller” under GDPR.

A very wide deinition of 
personal data

The GDPR’s aim is to provide stronger 

protection for personal data that 

individuals share with organisations 

of all sorts and to give people more 

control over how their personal data 

is used and circulated, including a 

“right of erasure”, referred to by some 

as “the right to be forgotten”. 

Personal data is deined extremely 
broadly within the regulation: 

‘Personal data’ means any information 

relating to an identiied or identiiable 
natural person (‘data subject’); an 

identiiable natural person is one 
who can be identiied, directly or 
indirectly, in particular by reference 

to an identiier such as a name, an 
identiication number, location data, 
an online identiier or to one or 
more factors speciic to the physical, 
physiological, genetic, mental, 

economic, cultural or social identity of 

that natural person.” 

By drawing the regulation so broadly, 

the GDPR means it is extremely 
unlikely that any company which 

stores any information on individual 

customers, suppliers or employees 

will fall outside its scope. 
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A regime with teeth

Breaches of the new rules will carry 

signiicant sanctions, notably inancial 
penalties imposed by the national 

supervisory authorities that fall into 

two categories depending on the 

severity of the breach.

Tier One breaches can lead to 

ines of up to €10m or 2% of the 
business’ annual worldwide turnover, 

whichever is the greater sum. 

The regulation sets out a range of 

breaches that fall under Tier One, 

most of which relate to failure to 

put in place the processes and 

systems required of data controllers, 

including record-keeping, prompt 

reporting of data breaches, and 

appropriate contractual agreements 

with suppliers to whom they transmit 

personal data for processing.

Tier Two breaches carry ines of 
up to €20 million or 4% of annual 
worldwide turnover, whichever is 

greater. This sanction will apply to the 

breaches regarded as most serious, 

for example failure to obtain explicit 
consent from an individual for their 

personal data to be collected and 

processed, and failures to uphold 

the rights of individuals over their 

personal data, for example to correct 
errors or withhold consent for it to 

be used for certain purposes. Consult 

Hyperion, a UK consultancy, suggests 

that on the basis of their historic 

record of data breaches, EU banks 

could face ines under the GDPR of 
€4.7bn during the irst three years of 
the regulation.
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The key obligations for 

data controllers under 

GDPR

For businesses the GDPR imposes 

a series of new obligations that will 

directly afect the way they design 
their IT systems and business 

processes, as well as obliging them to 

explain and justify why they need the 
data that they hold on individuals. 

The European Commission has set 

out the following duties that apply to 

data controllers:

•  Data must be processed legally and 

fairly

•  It must be collected for explicit 
and legitimate purposes and used 

accordingly

•  It must be adequate, relevant and 

not excessive in relation to the 
purposes for which it is collected 

and/or further processed

•  It must be accurate, and updated 

where necessary

•  Data controllers must ensure that 

data subjects can rectify, remove 

or block incorrect data about 

themselves

•  Data that identiies individuals 
(personal data) must not be kept 

any longer than strictly necessary

•  Data controllers must protect 

personal data against accidental or 

unlawful destruction, loss, alteration 

and disclosure, particularly 

when processing involves data 

transmission over networks. They 

shall implement the appropriate 

security measures

•  These protection measures 

must ensure a level of protection 

appropriate to the data.

In addition to these general duties, 

data controllers will be subject to a 

series of speciic obligations under the 
GDPR. As a result, data controllers:  

•  Must appoint a Data Protection 

Oicer. If the organisation processes 
sensitive personal data “regularly 

and systematically” it must appoint a 

designated Data Protection Oicer. 
The DPO must be independent, 

with professional experience and 
qualiications, and will answer to 
the regulator, not to the company’s 

management. In practice, many 

businesses are expected to turn to 
outsourced suppliers of DPO services 

to comply with this obligation.

•  Must maintain records of all data 

processing activities, including the 

purpose of the data processing, 

descriptions of the data itself, and 

the staf and others who will have 
access to the data. 

•  Must be able to demonstrate the 

legal basis for holding the data in 

their possession. Data collectors will 

need to check in particular that they 

are not collecting more personal 

data on individuals than is necessary 

to fulil their stated purpose.

•  Must obtain speciic consent from 
the individuals whose data they 

collect and process. Individual “data 

subjects” have the right to access 

their personal data and to know 

details of how it has been processed. 

They can ask that errors are 

corrected and can place restrictions 

on how their data is processed, for 

example denying consent for its 
use in direct marketing or personal 

proiling.

•  Must build GDPR-compliant data 

protection into the design of 

technology systems and business 

processes from the outset – “by 

design and by default” in the words 

of the regulation. Data controllers 

must also ensure that their external 
suppliers, for example cloud service 
providers, have built GDPR-compliant 

tech and processes into their 

services “by design and by default”.

•  Must enable individuals to transfer 

their personal data to another data 

controller on request.

•  Must report any data breach to the 

regulator within 72 hours
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Businesses are already working to 

future-proof themselves against 

potential threats from intech 
competitors that operate on more 

modern, purpose-built technology 

platforms, ofering greater eiciency 
and a better customer experience. 
The BCR Fintech Survey 2017 found 

that the overwhelming majority 

of companies are responding to 

the challenge of intechs, with a 
third reviewing their technology 

and systems, 31% rethinking their 
operating processes and 16% 
investing in improving the skills of 

their employees. 

However, compared with the level 

of attention that businesses are 

devoting to intech, research reveals 
an extremely low level of readiness 
for the arrival of the GDPR, which 

poses a much more immediate 

and concrete set of demands and 

obligations. 

The risk for businesses therefore is 

that their investments in intech and 
automation will be wasted unless 

they simultaneously meet head-on 

the challenge of achieving compliance 

with the GDPR. All investments in 

technology and changes to business 

processes from here on will have 

to take into account the obligations 

imposed by GDPR rules. Failure 

to comply could have very serious 

consequences. 

Almost three-quarters of companies 

questioned in a survey by Osterman 

Research were not conident in their 
ability to assemble and classify all 

the personal data they hold across 

the organisation, much of it in 

unstructured formats; or their ability 

to lag personal data records that 
were subject to limitations on their 

processing; or to correct errors in 

personal data and erase individuals’ 

records on request. 

Justin Baxter of risk consultants 
Crowe Horwath told the Financial 

Times in June that a survey of 

inancial services companies had 
found that more than 60% were only 
just starting to prepare for the GDPR 

or were still trying to understand 

the gaps they needed to address. 

“Very few irms have actually started 
implementation, and this is with less 

than 12 months to go until irms 
need to comply with the new rules,” 

he was quoted as saying. “There are 

many issues to deal with that will 

have long lead times, in particular 

where development is needed to 

legacy IT.”

Similarly, a survey by Alert Logic 

found only 5% of respondents 
believed they already complied with 

all their obligations under the GDPR 

and another 27% were not conident 
they would be ready by the May 2018 

deadline. 

How are businesses responding to the challenge of complying with the GDPR?
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•  Identifying how they will meet 

their obligation to appoint a Data 

Protection Oicer, possibly by 
engaging an outsourced supplier of 

these services.

•  Carrying out a full compliance 

audit to identify what data the 

organisation holds, whether it 
goes beyond what is required for 

legitimate purposes, and the areas 
where the most urgent work is 

needed to meet the organisation’s 

obligations under the GDPR.

•  Ensuring systems can produce audit 

trails and records to show how data 

has been processed, managed, and 
who has had access to it.

•  Implementing system updates to 

allow lagging of personal data 
that is not to be processed for 

certain purposes, the prompt 
correction of errors, data 
portability where this is requested 

by data subjects, and the complete 
removal of records that data 

subjects have asked to be erased.

•  Ensuring that they gain explicit 

consent from data subjects for 

their information to be collected 

and processed. This might involve 

changes to web pages, online 
forms, email templates, cookie pop-
ups and so on.

•  Creating a disaster response 

process and communications plan 

that can be actioned in the event of 

a reportable data breach, so that 
all obligations are met within the 

speciied time period (72 hours) 
and that everyone who needs to be 

informed is.

•  Checking contracts with outsourced 

service providers to make sure they 

relect the new obligations imposed 
on both parties by GDPR.

•  Producing written data protection 

policies and training staf to 
understand the company’s 

obligations under GDPR.

To ensure compliance, companies need to start preparing immediately if they 
have not started already. Key steps are likely to include: 

Conclusion

The intech challenge is a major long-term issue for established companies but no one can aford to ignore 
the deadline to comply with the GDPR. This is a huge new regulation that completely changes the way that 

personal data is protected and imposes multiple new obligations on organisations that collect and process 

personal data.
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Banks and inance providers in more than 50 
countries trust our data gathering solutions to 

manage over 50,000 clients. At HPD, we have the 
knowledge at our ingertips. Through enhanced 
decision making tools, improved data visualisation 
and automatic alerts, our vision is to empower 
inance providers looking to create diferentiation, 
and to – ultimately – support our industry’s growth.

HPD Software helps banks and inance providers 
to deliver better working capital inance solutions, 

create a superior experience for their clients 

and grow their business anywhere in the world. 

It is experience and understanding of invoice 

discounting, factoring and asset based lending 

that has driven the development of cost-efective, 

modular, software solutions that support multiple 

product, country, language, currency and time zone 

operations. And they can be easily accessed by 

clients via both their desktop and mobile devices. 

HPD Software
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